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KNOWLEDGE INSTITUTE OF TECHNOLOGY (AUTONOMOUS), SALEM - 637504
B.E. COMPUTER SCIENCE AND ENGINEERING

Courses of Study and Scheme of Assessment (Regulations 2023)

sl.
No.

Course
Code Course Title

Periods / Week Maximum Marks

CAT CP L T P c IA ESE Total

SEMESTER V

THEORY

BE23XX6XX Open Elective - I** OE 3 2 1 0 3 40 60 100

2 BE23ACgO5 Indian Constitution AC 2 2 0 0 NC 100 100

3 BE23MC9O6 Entrepreneurship and Staft-ups PW 3 2 1 0 NC 100 100

THEORY CUM PRACTICAL

4 BE23CS41O C# and Dot NET PC 5 2 1 2 4 50 50 100

5 BE23CS41 1
Object Oriented Software
Enqineerinq PC 5 2 1 2 4 50 50 100

6 BE23CS4t2 Embedded Systems and IoT PC 5 2 1 2 4 50 50 100

7 BE23XX5XX Professional Elective - II 4 2 0 2 3 50 50 100

8 BE23XX5XX 2 0 2 3 50 50 100

PRACTICAL

9 BE23PW7O1 0 0 1 NC

EM PLOYABILITY EN HANCEMENT

10 BE23PT8O9 EE-C1;: 0 1 0.5 100 100

11 BE23PT81O Coding Skills - I ., ,

, EEe-.' 0 2 1 100 100

72 BE23PT812
Technical Comprehensi
Mock Interview - I 0 0 1 0.5 100 100

Total 16 5 15 23 790 310 1100

SEMESTER VI

THEORY

1 BE23CS413
Mobile Application Design and
Development PC 3 2 1 0 3 40 60 100

2 BE23CS474 Automata Theory and Compiler
Design PC 2 1 0 3 40 60 100

3 BE23XX6XX Open Elective - II** OE 3 2 1 0 3 40 60 100

4 BE23MC907 Disaster Management and
Prepa red ness MC 2 2 0 0 NC 100 100

THEORY CUM PRACTICAL

5 BE23CS415 Cryptography and Cybersecurity PC 5 2 1 2 4 50 50 100

6 BE23XX5XX Professional Elective - IV PE 4 2 0 2 3 50 50 100

BE23XX5XX Professional Elective - V PE 4 2 0 2 3 50 50 100

PRACTICAL

8 BE23PW702
t

Make-A-Product - Phase II PW 2 0 0 2 1 100 100

w .e.t. 22/ t2/2025
Passed in BoS Meeting held on 09/1212025
Approved in Academic Council Meeting held on I5/L2/2O25 cHM#soru
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KNOWLEDGE INSTITUTE OF TECHNOLOGY (AUTONOMOUS), SALEM - 637504
B.E. COMPUTER SCIENCE AND ENGINEERING

Courses of Study and Scheme of Assessment (Regulations 2O23)

Periods / Week Maximum Markssl.
No.

Course
Code

CAT CP L T P c IA ESE Total
EMPLOYABILITY EN HANCEMENT

9 BE23PT8O3
Human Excellence and Value
Education - III EEC 2 1 0 1 NC 100 100

10 BE23PT8 1 1 Coding Skills - II EEC 2 0 0 2 1 100 100

11 BE23PT813 Technical Comprehension and
Mock Interview - II EEC 1 0 0 1 0.5 100 100

31 15 4 t2 21.5 770 330 tlo0
SEMESTER VII

THEORY

1 BE23HS1O5 Project Management and Finance HS 3 2 1 0 3 40 60 100

2 BE23XX6XX Open Elective - III** OE 3 2 1 0 5 40 60 100

3 BE23CS415 Data Warehousing and
Mini 2 1 2 4 50 50 100

4 BE23XX5XX Professional Elective - 0 2 3 50 50 100

5 BE23CS702 Project Work - Phase I 0 0 2 1 100 100

EM PLOYABILITY EN HANCEME

6 BE23PT814

Industrial Training/
Entrepreneurship/ U
Research Activity/ Company
Certification

0 0 6 3 100 100

Total 23 8 3 L2 L7 380 220 600

SEMESTER VIII
PRACTICAL

1 BE23CS7O3 Project Work - Phase II PW 18 0 18 9 60 40 100

Total 18 o o 18 9 60 40 100

Total Number of Credits: 163
xThe course will be considered for grading in semester VI on ly
* entStud shal choose a cou fromrse the ofist electives offeredopen rothe deby orrtments mfropa
e te hc verticalmerg ing inS udcl onnology ne rSCScou withng prior provalap

w.e.f .22/12/2025
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SEMESTER-WISE CREDITS DISTRIBUTION

SUMMARY

sl.
No.

Course
Category

Credits per Semester
Credits Credit o/o

I II III IV V VI VII VIII
1 HS 2 2 1 1 3 9 6

2 BS 11 3 3 20 12

3 ES 9 9 4 22 13

4 PC 3 20 10 L2 10 4 59 36

5 PE 3 6 6 3 1B 11

OE 3 3 3 9 6

7 PW 1 1 9 11 7

8 EEC 1.5 1.5 0.5 2 1.5 3 10 6

9 MC/NC/AC 1 4 5 3

Total 23 22.s 25.5 21.5 23 2L.5 L7 9 163 100

CAT Category of Course IP Induction Programme OE Open Elective Courses

CP Contact Period HS
Humanities, Social Sciences
and Manaqement Courses

Project Work Courses

L Lecture Period BS
.,;.::=":tt:ii I it, :.]

Basic Sciehce Courses EEC
Employability Enhancement
Cou rses

T Tutorial Period ES Engine
MC/
NC/
AC

Mandatory Cou rses/Non-Credit
Courses/Audit Courses

P Laboratory Period PC Professi onal,,,eore Co,Urses.' IA Internal Assessment

C Credits PE Professional Elective Courses ESE End Semester Examination

tM,f*"-
Board of S:tudies

FaCurtY of CSE & lT

*'fi 
Hi',$,I$I::F*!HrS-'{"

w.e.f .22/72/2025
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Mapplng of COs with POs and PSOs

COs
POs PSOs

PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 PSOl PSO2 PSO3

co1 3 2 3 1 2 2 2 2 3

co2 3 2 2 2 3 1 2 2 2

co3 3 2 3 1 2 2 2 2 3

co4 3 2 3 2 3 1 2 2 2

cos 2 2 2 3 3 2 1 2 3 2

Avg. 2.8 2.O 2.6 1.8 2.6 2.O 1.4 2.O 2.2 2.4

l-Low, 2 -Medium, 3-High.

!K,K,on
Board of Studies

Facul$ of CSE & lT
Knowledge ln-stitute of Technology

KIOT damPus, KakaPalaYam'

Salim'637 r'A{

w.e.f. 221t212025
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VERTICAL 2 - AGILE METHODOLOGY WITH DEVOPS PROGRAMMING

Course Objectives:

1 To understand the fundamentals of DevOps and containerization principles.

2 To provide insights in container orchestration and Kubernetes.

3 To explore docker essentials for creating, managing and securing containers.

To integrate containers with CI/CO pipelines4.

5 To apply best practices through case studies

2INTRODUCTION (Not for Examination)

fmportance

With the rapid adoption of DevOps practices and microservices
architecture, container technology like Docker and Kubernetes has
become essential for modern software delivery. It automates the
software lifecycle with CI/CD, and gain exposure to security,
monitoring, and scalability aspects of real-time containerized
environments.

Real-life
Example(s) Netflix, Spotify, pinterest, eBay.

Linkages
Pre-requisite: Foundational Knowledge, Operating Systems,
Cloud Computing, Programming and Scripting.
Future courses: Introduction to Azure and AWS DevOps.

6UNIT.I INTRODUCTION TO DEVOPS AND CONTAINERS

Introduction to Devops Principles - Containers: A Revolution in

Software Deployment - Containeriaation vs. Virtualization - Docker
and Container Ecosystem Overview - Use Cases for Containers in
DevOps.

6UNIT-II CONTAINER ORCHESTRATION

Introduction to Container Orchestration * Deep Dive into
Kubernetes * Managing Containers with Kubernetes - Service
Discovery and Load Balancing * Kubernetes Operators and Custom
Resources.

6DOCKER ESSENTIALS

Docker Fundamentals and Installation - Building and Managing
Docker Images * Networking and Data Management in Docker -
Docker Coqrpose for Multi-Container Apptications * Docker Security
Best Practices,

w,e.f. 27106/2025
Passed in BoS Meeting held on 10/05/2025
Approved in Academic Council Meeting held on 23106/2025
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UNIT.IV coNTrNuous TNTEGRATTON AND DELTVERY (Cr/CD) WrTH
CONTAIHERS

6

Integrating Containers into CI/CD Pipelines - Automated Docker
Builds with Dockerfile * Container Registry and Image Management
- Deploying Containers in CIICD Pipelines - Blue-Green
Deployments with Containers.

UNIT-V ADVANCED TOPICS IN DEVOPS CONTAINERS 6

Container Security Scanning and Compliance - Monitoring and
Logging in Containerized Environments - Scaling and Auto-Scaling
with Kubernetes - High Availability and Disaster Recovery
Strategies - Case Studies and Best Practices in Devops Container
Services.

Total (L) 32
Periods

COURSE PROJECT:

1
To prepare a Document the steps taken to implement in any
project.

Total (P) 30
Periods

".x#r"'*t':Ei
i'#,f":,ftr,fi Total (L+P) 62

Periods

oPEN-ENDED PROBLEMS I QUESTTONS

Course specific Open will be solved durin g the
classroom teaching. S given as Assignments
and evaluated as and not for the End
semester Examinati iti;{"''}

Course Outcomesr
Upon completion of this course, the students will be able to:

BLOOM'S
Taxonomy

co1 Understand Devops principles and container concept$. L2-
Understand

co2 Apply Kubernetes orchestration techniques to manage applications L3 - Apply

co3 Implement Docker containers and security practices. L3 - Appty

co4 Apply CI/CD pipelines in containers. L3 - Apply

co5 Implement advanced strategies in real-time applications. L3 - Apply

TEXTBOOKS:

1 Nigel Poulton, "Docker Deep Dive", Publish Dive, 2023

2
lez Humble and David Farley, "Continuous Delivery: Reliable Software Releases
through Build, Test, and Deployment Automation", Pearson Education, 2010.

REFERENCE BOOKS:

1 Sean P. Kaqe, Karl Matthias, "Docker - Up & Running", O'Reilly, 2023.

w.e.f .27/O6/2025
Passed in BoS Meeting held on 10105/2025
Approved in Academic Council Meeting held on 23/06/2025
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2.
Marko Luksa, Kevin Connerr "Kubernetes in Action: Second Edition"r 2nd Edition,
Manning Publications, 2024.

WEB REFERENCESI

S.No Publisher Wehsite link Type of Content

I Amazon Web
Services

https :/laws.amazon,com/what-
is/containerization/

Learning Content

2 qithub https ://g ithub. com/resou rces/article
s/devops/contai nerization

Web content

VIDEO REFERENCES:

S.No Video
Details

Name of the
Expert

Type of
Content Video Link

1. YouTube freecodecamp Learning
https ://www.youtube. com/
watch?v=fqMOX6JJhGo

2. YouTube Nana Lecture
https : /lwww. youtube. comlw
atch?v=s*oSdwzRluzl

PSOs
GOs

POl PO2 PO3 PO4 PO5 Po6lPoT )o10 PO11 PO12 PSOI PSO2 PSOS

co1 3 2 1 I 2 2

co2 3 7 3 3 I 2 2 3

co3 3 3 3 2 3 I 3 2

co4 3 3 3 2 3 I ".1-;{"'' 2 3 2

cos 3 3 3 3 2 33 3 12
I

+&.
t*-

Avg. 3.O 2,6 3.0 2.3 2.6 z.o | 1.o 1.O 1.O 2.3 2.4 2.4

l-Low, 2 -Medium, 3-High.

CHAIR.PERSON
Board of Studies

facuftY of C$E & lT

-T*?H*',:x:[""?j;:i#"]""
Salem-637 

E04
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KIOT 56 B.E./a.Tech. Regulations 2O23

Mapping of COs with POs and PSOs

PO8 PO9

$',

w;.
?4,?t2. ;.1 1

I
, .*-.'l!i";*

I



VERTICAL 3 . CYBERSECURITY

Course Objectives:
To apply processor architecture and low-level concepts to identify malware
behaviour.1

2
To use instruction formats, addressing modes, and assembly operations to
malware analysis tasks.

solve

To implement assembly instructions to construct malicious behaviour patterns.3

To apply debugging and disassembly techniques to build reverse-engineering
workflows.4

5
To use stack, registers, flags, and memory flow to model malware execution
behaviour.

2INTRODUCTION (Not for Examination)

Importance
Builds essential low-level skills in architecture, assembly, and

debugging needed to analyse malware behaviour and interpret
disassembled code.

Real-life
Example(s) identification - Malware unpacking - Thread and stack tracing.

Ransomware

Linkages

Pre-requisite: Foundations of Cybersecurity, Static Malware
Analysis, Dynamic Malware Analysis.
Future courses: Android Malware Analysis, Windows Operating
System Security, Windows Threats and Defense Techniques.

6UNIT-I BASICS OF X86/X64 PROCESSOR ARCHITECTURE

x86 vs x64 instruction set comparison - General purpose registers *

CPU and ALU internal structure - Stack and frame pointer concepts -

Instruction Pointer / Program Counter - Memory layout and stack
operations - Flags Register.

6UNIT-II INSTRUCTION STRUCTURE & ADDRESSING METHODS

Opcodes, mnemonics, operand types - Instruction format and length
- Addressing modes in x86/x64 - Register*memory operand
encoding - Machine code instruction format - ModR/M byte decoding
- Effective address calculation.

UNIT.III CORE ASSEMBLY INSTRUCTIONS 6

Data transfer instructions - Stack transfer instructions - Arithmetic
instructions - Increment & decrement instructions - Bitwise logic
instructions - Comparator instructions - Branching & flow control
instructionp.

w.e.f .27/06/202s
Passed in BoS Meeting held on filA5/?O25
Approved in Academic Council Meeting held on 23/06/2025
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UilIT*IV MISCELLANEOUS & CONTROL INSTRUCTIONS 6

Looping and jumping instructions - Function calls & return
instructions - Interrupt and exception instructions - Flag control
instructions - NOP and miscellaneous instructions - Basic shellcode
behaviour - Instruction optimization basics.

UNIT.V INTRODUCTION TO DEBUGGING & DISASSEMBLY 6

Disassembler vs decompiler - Code, register, stack windows -
Execution flow tracing - Setting software & hardware breakpoints -
Viewing strings and memory - Listing modules & APIs - Call stack
interpretation.

Total (L) 32
Periods

LIST OF EXFERIMENTS:

1
Write an assembly program to examine EAX, EBX, ECX, EIF and
observe changes in ZF, CF, OF using a debugger.

2.
Write and execute a simple assembly program using MOV, ADD. SUB
to understand basic arithmetic operations.

3
Write a basic
ESP/RSP chan

assembly program usi
ges using a debugger.

ng PUSH and POP and trace

4.
Develop assembly instructions
immediate, register, and memo
using a disassembler.

using C program demonstrating
ry addressing modes, and verify

5
Write a simple C program and use a debugger to set breakpoints and
trace execution using step-into and step-over.

Total (P) 30
Periods

Total (L+P) 62
Periods

oPEN-ENDED PROBLEMS / QUESTTONS

Course specific Open-Ended Problems will be solved during the
classroom teaching. Such problems can be given as Assignments
and evaluated as Internal Assessment only and not for the End
semester Examiriations.

Course Outcomes:
Upon completion of this course, the students will be able to:

BLOOM'S
Taxonomy

co1
Apply processor architecture concepts to identify low-level malware
execution behaviours. L3 - Apply

co2
Utilize instruction formats, addressing modes, and assembly
structures for malware analysis. L3 - Apply

co3
Use core assembly instructions to construct malicious behaviour
patterns. L3 - Apply

co4
Apply debugging and disassembly tools to develop reverse-
engineering workflows. L3 - Apply

co5
Experimen! with stack, registers, flags, and memory flow to model
and detect malware execution. L3 - Apply

w.e.f .27/06/2025
Passed in BoS Meeting held on 10105/2025
Approved in Academic Council Meeting held on 23106/2025
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TEXTBOOKS:

1
Daniel Kusswurm, "Modern XB6 Assembly Language Programming", 2nd Edition,
Apress, 202L.

2
Jonathan Bartlett, "Programming from the Ground Up", 3'd Edition, Bartlett
Publishing, 2022.

REFERENCE BOOKS:

1 Sergey Bronnikovr "Low-Level Programming", 2na Edition, Leanpub, 2023

2 Chris Eagle, "The IDA Pro Book", 3'd Edition, No Starch Press, 2020

3 Michael Hale Ligh, "Practical Malware Analysis (Updated)", No Starch Press, 2023.

WEB REFERENCES:

S.No Publisher Website link Type of Content

1 Wikibooks
https :l/en. Wiki books. org/ wiki/
X86_Assembly

Article

2 Wikipedia
https://en. wikipedia. Org /wiki
/X86_ assembly_language

Article

3. O'Reilly
https : //www. orei lly. com/sea rch/ski ll

s/assembly/
Article

S.No Video
Details

Nam Type of
Content Video Link

1 YouTube

;*.

Davy
:..vr

https : 1/www. youtube. com/p
laylist?l ist= LmxT2pVYo5 LB5

Ez TPZGfFN0c2GDiSXgQe

2 YouTube ollyDbq Tutorial
https ://www. youtube. comlw
atch?v=bkj BwSVEDR4

3 YouTube jeFFOFalltrades Lecture
https : l/www.youtube. comlw
atch?v=ZX oW5iqbFJE

Mapping of COs with POs and PSOs

COs
POs PSOs

pol PO2 PO3 PO4 PO5 PO6 PO7 po8 PO9 PO10 PO11 PO12 PSOl PSO2 PSOS

co1 3 2 3 2 2 1 2

co2 2 3 2 2 2 1 2

co3 3 2 3 3 2 3 2 2

co4 3 3 2 3 2 2 3

co5 3 3 3 3 2 2

Avg 2.7 2.5 3.O 2.6 3.O 2.O 2.5 2.4 1.6 2.2

1-Low, 2 -Medium, 3*High

w.e.f .27/a6/2825
Passed in BoS Meeting held on 7O/A5/2O25
Approved in Academic Council Meeting held on 23/06/2025
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VERTICAL 4 * DATA ANALYTICS AND AI

BE23AD534 DEEP LEARNING TECH]IIIQUES
CP L T P

4 o

Programme
& Branch

Common to B.E. (CSE) and B.TECH. (IT, CSBS and
AI&DS) Branches Version: 1.O

Course Objectives:

1
To understand fundamental linear algebra, probability, and optimization techniques
for building deep learning models.

2
To master the principles of convolutional operations and their application in CNN
architectures.

3
To learn the design and application of recurrent neural networks for sequence
modeling and handling long-term dependencies.

4
To develop skills in evaluating and optimizing neural network performance through
hyperparameter tuning and debugging.

5
To explore the design and application of autoencoders and generative models for
unsupervised learning tasks.

INTRODUCTION (Not for Examination) 2

fmportance

Sub-field of Artificial Intelligence - Deep Learning (DL) powers most
of the cutting-edge AI technologies including Computer Vision,
Natural Language Processing, Speech Recognition, Recommendation
Systems.

Real-life
Example(s)

Face recognition, object detection, autonomous vehicles, chatbots,
language translation, sentiment analysis.

Linkages

Pre-requisite: Probability and Statistics, Linear Algebra, Python
programming, Machine Learning,
Future courses: Natural Language Processing, Large Language
Models & AI Agents.

UNIT.I DEEP NETWORKS BASICS 6

LinearAlgebra: Scalars - Vectors - Matrices and tensors; Probability
Distributions - 'Gradient-based Optimization - Machine Learning
Basics: Capacity - Overfitting and underfitting - Hyper parameters
and validation sets - Estimators - Bias and variance - Stochastic
gradient descent - Challenges motivating deep learning - Deep
Networks: Deep feed forward networks * Regularization
Optimization.

UNIT-II CONVOLUTIONAL NEURAL NETWORKS 5

Convolution Operation - Sparse Interactions - Parameter Sharing -
Equivariance - Pooling - Convolution Variants: Strided - Tiled -
Transposed and dilated convolutions * CNN Learningr Non linearity
Functions i- Loss Functions * Regularization - Optimizers - Gradient
Computation,

w.e.t. 27/0612025
Passed in BoS Meeting held on lO/05/2A25
Approved in Academic Council Meeting held on 2310612025
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UNIT.III RECURREI{T NEURAL NETWORKS 6

Unfolding Graphs - RNN Design Patterns: Acceptor - Encoder -
Transducer - Gradient Computation - Sequence Modeling
Conditioned on Contexts - Bidirectional RNN - Sequence to
Sequence RNN * Deep Recurrent Networks - Recursive Neural
Networks - Long Term Dependencies - Leaky Units: Skip
connections and dropouts - Gated Architecture: LSTM.

UNIT-IV NEURAL NETWORKS 6

Performance metrics * Baseline Models - Hyperparameters: Manual
Hyperparameter - Automatic Hyperparameter - Grid search
Random search - Debugging strategies.

UNIT-V AUTOENCODERS AND GENERATIVE MODETS 6

Autoencoders: Undercomplete autoencoders - Regularized
autoencoders - Stochastic encoders and decoders * Learning with
autoencoders - Deep
- Generative adversar

els: Variational autoencoders

xExperimental
denoise corrupted images,Implement a variationa

leveraging undercom
generative tasks.

regularized autoencoders for

?*,,,..
Total (L) 3?

Periods
* INTERNAL EVALUATION ONLY

1

Implement Anomaly Detection in Credit Card Trpnsactions to predict
whether a transaction is fraudulent or legitimate using Multilayer
Perceptron (MLP).

2
Implement an Artificial Neural Network (ANN) to recognize
Handwritten Digits and Characters using datasets like MNIST.

3 Design Traffic Sign Recognition system using CNN.

4 Design Face Aging Simulation using GAN.

5 Implement Time series Anomaly Detection for ECG Data using LSTM

6.
Implement Real-Time Colorization of Old Photographs using
Autoencoders.

7 Design Sentiment Analysis for Flipkart Product Reviews using LSTM

Total (P) 30
Periods

Total (L+P) 62
Periods

w.e.f .27/O6/2A2s
Passed in BoS Meeting held on 1O/O5/2O25
Approved in Academic Council Meeting held on 23/06/2025
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oPEN-ENDED PROBLEMS / QUESTTONS

Course specific Open-Ended Problems will be solved during the
classroom teaching. Such problems can be given as Assignments
and evaluated as Internal Assessment only and not for the End
semester Exami nations.

Course Outcomes:
Upon completion of this course, the students will be able tol

BLOOM'S
Taxonomy

co1
Explain the fundamental principles and architectures of Neural
Networks and Deep Learning

L2-
Understand

co2
Use Convolutional Neural Network (CNN) models to enhance
performance in image classification tasks. L3 - Apply

co3
Apply advanced neural network architectures and training techniques
to address complex sequential data challenges. L3 - Apply

co4
Implement Autoencoder algorithms for dimensionality reduction and
deep Iearning applications. L3 - Apply

co5
Design and implement deep learning models to address real-world
problems effectively, L3 - Apply

TEXTBOOKS:

1
Ian Goodfellow, Yoshua Bengio, Aaron Courville, "Deep Learning", 2nd Edition, MiT
Press,2OL7.

2
Andrew Glassner, "
202r.

A Visual Approach". lst Edition, No Starch Press,

REFERENCE BOOKS:

1
ing: A practitioner's approach", 1'tJosh Patterson and

Edition, O'Reil Me
i'1];

2
Ian Good Fellow, Yoshua Bengio, Aaron Courville, "Deep Learning", 1"t Edition, MIT
Press, 2016.

3
Simon Haykin, "Neural Networks and Learning Machines", 3rd Edition, Pearson
Prentice Hall, 2008

4
Navin Kumar Manaswi, "Deep Learning with Applications Using Python", 1st Edition,
Apress, 2018.

WEB REFERENCES:

S.No Publisher Website link Type of Content

L Geeks for Geeks
https ://www. geeksforgeeks. orgli ntr
oduction -deep*lea rn i n g

Notes & Coding for
the related topics

2 JavaTpoint
https : //www.javatpoi nt.com/deep-
learning

Notes & Coding for
the related topics

VIDEO REFERENCES:

S.No Video
Details

Name of the
Expert

Type of
Content Video Link

1 YouTube i
Mr.Dhavel Patel,
(NVDTA)

Lecture
https ://www. youtu be. com/w
atch?V=FMnVGUWPxJB

w.e.f. 27106/2025
Passed in BoS Meeting held on LO/A5/2O25
Approved in Academic Council Meeting held on 23106/2025
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2. NPTEL Lecture
https :l/on I inecourses. n ptel. a

c. in/noc25_ee 15/preview

Mapping of COs with POs and PSOs

COs
POs PSOs

PO1 PO2 PO3 PO4 PO5 PO6 PA7 PO8 PO9 PO10 PO11 PO12 PSOl PSO2 PSO3

co1 3 2 2 I 2 3 2 2 1

co2 2 2 2 3 3 2 3 3

co3 3 3 3 3 2 1 I 2 3 2 3

co4 3 3 1 1 1 1 1 2 2 1

co5 3 2 z 2 3 ? 3 ? 2 3 2 3

Avg' 2.8 2.4 2 2.O 2.2 t.7 2.3 1.5 2.O 2.O 2.3

l-Low, 2 -Medium, 3-High.

lt

ii
t
li

i$

'#fE'SP*i-
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*+4ff;i.i:-?xi'Ti,is,"H"
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Approved in Academic Council Meeting hetd on 23/0612025

63 B.E./B.Tech. Regulations 2O23KIOT

Prof.Prabir
Kumar Biswas

2.6

:

1
'!

Yw..
+l
'n,q
&
,i4.

,l
-iti

,ffi4
;l*

i



VERTICAL 6 . BUSINESS PROCESS AUTOMATION

l,.,il
9t gatltt

Course Objectives:

1 To explain the concepts, role, and significance of IT Operation Management.

2
To describe the
their capabilities

components of the IT operations management suite and interpret

3
To apply IT operation management tools to perform basic Event Management,
Discovery, and Service Mapping activities.

4
To demonstrate automation in IT Operations using Orchestration and Cloud
Management techniques.

5
ze IT Operations Management data integrated with the

Configuration Management Database.

To analyze and utili

INTRODUCTION (Not for Examination) 2

Impoftance
It enables effective monitoring and control of IT infrastructure,

reduced downtime, and bettersupporting proactive mana
service quality.

Real-life
Example(s)

E-commerce
environment.

Amazon and Azureies like Bankingcompan

Linkages Future courses: Automation
Management.

Management, CustomServi
Application Devel
Pre-requisite: Fun

for Digital Creators, IT Asset

FOUNDATIONS OF IT OPERATIONS MANAGEMENT 6

Definition - impoftance of IT Operation Management in Enterprises -
Role of IT Operation Management in iT Service Management - IT
Operation Management vs IT Service Management - Challenges and
Use Cases in IT Operations,

UNIT-II ENTERPRISE IT OPERATIONS 6

IT Operation Management Modules - Key Components - Event
Management - Discovery * Service Mapping - Operations - Licensing
Models * Integration with other products.

UNIT-III EVENT MANAGEMENT AND DISCOVERY 6

Event Management Overview - Event Sources - Alert Correlation -
Impact and Priority - Discovery Overview - MID Server - Horizontal
Discovery . Credentials and Probes - Patterns and Classifications.

w.e.f .27/0612025
Passed in BoS Meeting held on 10/O5/2O25
Approved in Academic Council Meeting held on 23/06/2025 *krk-
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w.e.f. 27106/2025
Passed in BoS Meeting held on 10/05/2025
Approved in Academic Council Meeting held on 23105/2025 Studies

UNIT-IV SERVICE MAPPING AND CLOUD MANAGEMENT 6

Service Mapping Fundamentals - Top-Down Mapping - Pattern-
Based vs Traffic-Based Mapping - Dependency Views * Introduction
to Cloud Management * Cloud Service Catalog - Cloud Resource
Provisioning - Multi-Cloud Environments.

UNIT-V ORCHESTRATION AN D CONFIGURATION MANAGEMENT 6

Introduction to Orchestration - Workflow Design - Orchestration
Process - Integration Hub - Use Cases of Orchestration
Introduction to Configuration Management Database
Configuration items (CI) - IT Operation Managernent Data Flow to
Config uration Management Database.

Total (L) 32
Periods

LIST OF EXPERIMENTS:

1 Simulate IT events and analyze alerts.

2 Set up and configure a MID Server

3 Perform a Discovery on a sample network.

4 Create a basic Service Map using Service Mapping

5 Deploy a cloud resource using Cloud Management.

Total (P)}W,W, i
30

Periodsiw 'i
Total (L+P) 62

Periods

oPEN-ENDED PROBLEMS / QUESTTONS

Course specific Open-Ended Problems will be solved during the
classroom teaching. Such problems can be given as Assignments
and evaluated as Internal Assessment only and not for the End
semester Examinations.

Course Outcomes:
Upon completion of this course, the students will be able to:

BLOOM'S
Taxonomy

co1
Explain the IT Opbration Management principles and their relevance
to IT service delivery.

L2-
Understand

co2 Apply tools for monitoring and managing IT infrastructure. L3 - Apply

co3 Implement Discovery and Service Mapping processes. L3 - Apply

co4 Design orchestration workflows and manage cloud services L3 - Apply

cos
Integrate IT Operation Management data into the Configuration
Management Database for enhanced visibility and control. L3 - Apply

TEXTBOOKS:

1
Ajaykumar Guggilla, "ServiceNow IT Operations Management: Demystifying IT
Operations Management", ServiceNow Press. 2017.

KIOT 65
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2
Muhammad Zeeshan Ali & Saqib laved John, "ServiceNow ITOM (Information
Technology Operations Management) Knowledge Guide", Independently, 2023.

REFERENCE BOOKS:

1
ServiceNow Documentation Team, "IT Operations Management with ServiceNow",
2023.

2
Mohammad Khaleelullah Khan, "ServiceNow for IT Service Management: Manage,
Transform, and Deliver IT Operations and Services", Orange Education Pvt. Ltd.,
2025.

WEB REFERENCES:

S.No Publisher Website link Type of Content

1 Servicenow
https :l/www. servicenow.com/produ
cts/it-operationsm a nagement. htm l?

utm_sou rce = chatg pt. com
Web Content

Servicenow

https : //www. servicenow. comlcom m
un ity/itom- blog/itom -overvi ew- it-
ope rati on s- ma na g e m ent/ba p/
2 3 3 2668?utm*sou rce = chatgpt.com

Web Content

3 Servicenow
https : //www.servicenow.com/ produ
cts/service-ma pping. htm I ?utm_
sou rce=chatqpt. com

Web Content

VIDEO REFERENCES

S.No Video
Details

Na Video Link

1 YouTube
https : //youtu . belHAfh H NW_P
u4?si =WZD0waKNITUjeMN

2 YouTube IT Canvass Lecture
https: l/youtu . be/tqeYKIwU Pe

A?si = FPLcFtXkNecK*pfn

3 YouTube iT Canvass Lecture
https ://youtu. be/HAfh H NW*P
u4?si = BO0QHzudJyCQWarT

Mapping of COs with POs and PSOs

COs
POs PSOs

POr PO2 PO3 PO4 PO5 PO6 PA7 PO8 PO9 PO10 PO11 PO12 PSOl PSO2 PSO3

col 3 2 2 I 3 1 3 2 1

co2 3 1 2 3 3 1 2 3 1 2

co3 3 3 2 3 3 2 3 3 2 3

co4 3 2 1 2 2 1 2 3 3 3

cos 3 3 3 3 3 3 I 3 1 2

Avg 3.O 2.2 2.O 2.4 2.8 1.6 2.2 2.8 1.8 2.2

l-Low, 2 -Medium, 3*High.

#ffi*w.e.f .27/06/2025
Passed in BoS Meeting held on LO|OS|?O2S
Approved in Academic Council Meeting held on 23106/?0?5
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-

co2 Apply user authentication and authorization in full stack applications. L3 - Apply

co3 Deploy full stack applications with separated frontend and backend

hosting.
L3 - Apply

co4
Execute techniques to resolve deployment issues involving CORS,

environment variables, and API Proxyi ng.
L3 - Apply

co5
Interpret the basic concepts of Docker, GitHub Actions and basic

CI/CD practices.
L2-
Understand

TEXTBOOKS:

1

REFERENCE BOOKS:

1 Robin Wieruch, "The Road to React',2O2O.

2
K. Somasundaram, P. Suresh Kumar, "Java Programm ing and Web DeveloPment",

Tata McGraw-Hill, 2019.

Craig Walls, "Spring in Action", stn Edition, Manning Publications, 2018.

4 Ramesh Fadatare, "spring 5 Design Patterns", Packt Publishing, 2018.

WEB REFERENCES:

S.No Publisher Website link Type of
Content

1 React Official Documentation https://react.dev/ Web Reference

2 Angular Official Documentation https z I / angular. i o/docs Web Reference

3 Next.js Offi cial Documentation https : //n extj s. o rgld ocs Web Reference

4 Spring Boot Official Documentation
https z I I spring. iolprojects/spr
ing-boot

Web Reference

5 Docker Official Documentation https : //docs. docker. com Web Reference

6 GitHub Actions Documentation
https : //docs. g ith u b. co ml en /
actions

Web Reference

VIDEO REFERENCES:

S.No. Video Details Name of the
Expeft

Type of
Content

Video Link

1 YouTube
Daily Code

Buffer
Tutorial

https : //www.youtu be. com/watch?
v=Gp3c0vPp9GM

2 YouTube
Traversy Media
(Brad Traversy)

Tutorial
https : //www.youtu be. com/playli st
?l i st= PIJXIsoe3aCLkl 6U -
DTbZTII TXl BFEJAVS

CfrKEfuN
i Board of Studies

Facultv of CSE & lT
w.e.f . 22lt2l2o2s XnawLdor lnititute of Technology
Passed in BoS Meeting held on 09/1212025 l(6t drmOus. Kafa06,6iram
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David Clinton, Tracy Wallace, "Practical GitHub Actions", O'Reilly Media 2023.
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Mapping of COs with POs and pSOs

POs PSOsCOs
PO1 PO2 PO3 PO4 PO5 PO6 PO8 PO9 PO10 PO11 POr2 PSOr PSO2

co1 3 2 3 1 3 1 1 2 1 3 1

co2 3 3 3 1 2 1 1 2 1 3 1

co3 2 2 3 1 3 2 2 2 3 1 2

co4 3 3 2 2 3 2 1 3 1 3 2
co5 2 2 3 1 3 2 2 3 3 1 2 3
Avg' 2.6 2,4 2.8 1.2 2.8 2.O 1.6 1.4 1.O 2.6 1.O 2.8 r.8

l-Low, 2 -Medium, 3-High,

w.e.f . ?21t2/2O25
Passed in BoS Meeting held on A9/12/2025
Approved in Academic Council Meeting held on L5/L2/2025
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WEB REFERENCES:

S.No Publisher Website link Type of Content

1 GitLab https ://docs. gitl ab. com/cilpi pel i n es/ Learning Content

2 Atlassian
https : //www. atlassia n . com/conti n uous-
delivery

Web Content

VIDEO REFERENCES:

S.No Video
Details

Name of the
Expeft

Type of
Content Video Link

1 Yotube
Abhishek
Veeramalla

Leaming
https ://www. youtu be. com/w
at ch?v=Ke_WrSzPEOA

Mapping of COs with POs and PSOs

POs PSOs
COs

POI PO2 PO3 PO4 PO5 PO6 Pq^7 PO8 PO9 PO10 POl1 PO12 PSOl PSO2 PSO3

co1 3 2 2 2 1 3

co2 3 2 3 2 3 1 2 3

co3 3 3 3 2 3 1 3 3 3

co4 3 3 3 2 3 1 3 3 3

co5 3 3 3 3 3 2 1 3 2 3

Avg. 3.O 2.6 3.O 1.O 1.O t.o 2.6 2.4 3.O2.2 2.8 2.O

1-Low, 2 -Medium, 3-High.

IIIIIIII
IIII II

III
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VERTICAL 3 . CYBERSECURITY

. (IT, CSBSANd B.TECHto

Course Objectives:

1 To apply debugging techniques to identify malware behaviour

2 To use IDA Pro and OllyDbg to analyse malicious code.

3 To implement behaviour analysis to detect evasion methods

4 To apply Windows API operations for malware injection

5 To demonstrate advanced injection techniques.

INTRODUCTION (Not for Examination) 2

Importance
Develops essential skills to analyse, detect, and counter modern
malware by understanding how malicious code injects into processes,
evades detection, and manipulates system APIs.

Real-llfe
Example(s)

DLL injection detection - Ransomware hollowing - APl-hooking
malware - Anti-VM tricks - Thread hijacking

Linkages

Previous Courses: Foundations of Cyber Security, Static Malware
Analysis, Dynamic Malware Analysis.
Future Courses: Android Malware Analysis, Windows Operating
System Security, Windows Threats and Defense Techniques.

UNIT-I OLLYDBG &IDA PRO FUNDAMENTALS 5

OllyDbg interface windows - Navigating and searching in OllyDbg -
Understanding program control flow - Breakpoint usage - Listing
module and API names - Viewing strings in memory - Call stack
visualization.

UNIT.II ADVANCED IDA pRO ANALYSTS TECHNTQUES 6

Compiler recognition in IDA - Import information analysis
Displaying and analyzing strings - Navigating Ida View-A - Sample
disassembly analysis - Packed sample analysis - Unpacking &
decryption basics.

UNIT-III MALWARE BEHAVIOUR & ANTI-ANALYSIS TECHNIQUES 6

Identifying process injection behaviour - Bypassing anti- reversing
techniques - Detecting anti-VM techniques - Malware memory
behaviour - String-based indicators - Function flow tracing - Basic
deobfuscation method s.

w.e.f .27/06/2025
Passed in BoS Meeting held on lO/O512025
Approved in Academic Council Meeting held on 23/06/2025
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6WINDOU'S API FOR MALWARE OPERATIONSUNIT-IV
Process creation APIs - Process memory rea

manipulation APIs - Network communication APIs - Persistence &

service APIs - Detection avoidance APIs - DLL loading & execution

d/write APIs - Registry

APIs

6ADVANCED PROCESS TNTECTION TECHNTQUESUI{IT-V
Basic process iniection - DLL injection - PE

injection - Process hollowing - Thread execution hijacking - PEB &

TEB structure usage.

injection - Reflective DLL

32
PeriodsTotal (L)

LIST OF EXPERIMENTS:

Experiment with OllyDbg to view interface wi
in a loaded executable.

ndows and identifY

registers, modules APIs, and strin1

Write a small C program and apply breakpoints in OllyDbg to trace

basic ram control flow.2

Experiment with IDA Pro to identify strings, functions, and imPofts

ina ,le executable.3

4. the disassemblY in IDA
Write a simple C

ch asVM ind Scators u

MAC address xes o
Develop a C program

5

30

62
ods

STIONSQuIPEo .ENN DED

Course specific Open-Ended Problems will be sol

classroom teaching. Such problems can be given as Assignments

and evaluated as Internal Assessment only and not for the End

ved during the

semester Examinations
BLOOM'S

Taxonomyoh of this course, the students will be able to:
Course Outcomes:
Upon completi

L3 - ApplyApply debugging and disassembly techniques to identify malware

behaviorco1

L3 - ApplyUse IDA Pro and OllyDbg to interpret malicious executables.co2

L3 - Applyco3 Implement behavior analysis to detect evasion mechanisms

L3 - ApplyExecute Windows API calls for malware operation flow.co4

L3 - ApplyDemonstrate malware i njection techniques.co5

TEXTBOOKS:

Michael Hate Ligh, "Practical Malware Analysis", No Starch Press, 2023
1

w.e.f. 27106/2025
Passed in BoS Meeting held on tOlO5l2O25
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2 Chris Eagle, "The IDA Pro Book,., 3rd Edition, No Starch press, ZOZO.

REFERENCE BOOKS:

1 Bruce Dang, "Practical Reverse Engineering,', Wiley, 2021.

2 Monnappa K A, "Malware Analysis Techniques,,, packt publishing, ZAZZ.

3 Alex Matrosov, 'Rootkits and Bootkits", No Starch press, ZAZ3,

S.No Publisher llUebsite link Type of Content

1 MalwareTech https : //www. ma lwaretech. com Article

2 MITRE ATT&CK https:l/attack.mitre.org Article

3.
FireEye Threat
Research

https://www.fireeye.com Afticle

VIDEO REFERENCES:

S.No Video
Details Video Link

1 YouTube https ://www. youtube.com/wat
ch?v=

2 YouTube
Session

https :l/www. youtu be. com/watc
h?v=Tox 5KbBV97M

Mapping of COs with pos and pSOs

POs FSOsCQs
PO1 PO2 PO3 P04 PO5 PO6 Po^7 PO8 PO9 PO10 PO11 PO12 PSOl PSO2 PSOS

co1 2 3 3 ?

co2 2 3 2 2 3 2 2 1

co3 3 3 3 3 3 3 7 2 2 2
co4 3 3 3 2 2 1 2 3

cos 3 3 ? 3 1 3
Avg 2.6 2.7 3.O 2.6 3.O 2.6 2.3 2.O t,7 2.5

1*Low, 2 -Medium, 3-High.

w.e.f .27/06/2025
Passed in BoS Meeting held on LO/OS/2025
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VER.TICAL 4 - DATA ANALYTICS AND AI
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Course Objectives:

To understand basics of linguistics, probability and statistics.1

2 To outline different parsing techniques associated with NLP.

3 To explore semantics of words and semantic role labeling of sentences'

4
To prepare the basic concepts of speech processing along with analysis and
modeling.

To know the basic concepts of speech analysis along with speech modelling.5

2INTRODUCTION (Not for Examination)

Importance
NLP is the engine that powers language-aware AI. It connects
multiple disciplines, empowers real-world applications and opens
pathways to cutting-edge technologies like generative AI and
conversational systems.

Real-life
Example(s)

E-commerce, Web
Education, etc.,

rtual assistants, Chatbots and

Linkages
Pre-requisite: Python for data science, Data structures and

algorithms, Machine Learning, Deep learning.
Future courses: Large Language Models, AI Agents, Agentic AI.

6INTRODUCTIONUNIT.I
Natural Language Processing * Origins of NLP * Components - The

Challenges of NLP - Language and Grammar - NLP Applications -
Language Modeling: Basics of Linguistics and Probability and

Statistics - Words - Tokenization - Morphology - Finite State
Automata.

6UNIT.II WORD LEVEL ANALYSIS AND SYNTACTIC ANALYSIS

Regular Expressions - Morphological Parsing * Spelling Error
Detection and Correction - Words and Word Classes - Part-of Speech

Tagging - Context-Free Grammar * Top-down and Bottom-up
Parsing - CYK Parsing.

6UNIT-III SEMANTIC ANALYSIS

Word Senses and WordNet - Word Sense Disambiguation - Semantic
Role Labeling - Proposition Bank - FrameNet - Selectional
Restrictionsi- Information Extraction * Template Filling.
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UNIT.IV SPEECH PROCESSING 6

Speech fundamentals - Production and classification of speech
sounds - Acoustics of speech production - Chatbots and Dialogue
systems - Frame-based Dialogue Systems * Dialogue - State
Architecture.

UNIT.V SPEECH-ANALYSIS AND SPEECH HODELING 5

Introduction to Speech Processing - Time-Domain Analysis
Frequency-Domain Analysis - Linear Predictive Coding (LPC) -
Speech Modeling Techniques - Speech Synthesis and Recognition -
Tools and Projects.

* Experiential Learning:
Analyze, model and recognize speech signals using time-domain and
frequency-domain techniques and simple speech processing tools.

Total (L) 32
Periods

* INTERNAL EVALUATION ONLY

LIST OF EXPERIMENTS:

1

Write a Python program for lowing preprocessing of text in
NLP: {

1

1
i.
s

i;

"w
a*.
:gr

.*'.
i i..: "i,.::

.'! ,:i trt *:.
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1
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ti
t
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t

a

a

a

a

a

Tokenization
Filtration
Script Validation
Stop Word Re

Stemming

2
Carry out Morphological Tagging and Part-of-Speech Tagging for a
sample text.

3
Write a Python program to find synonyms and antonyms of the word
"active" using WordNet.

4

Implement the machine translation application of NLP where it needs
to train a machine translation model for a language with limited
parallel corpora. Investigate and incorporate techniques to improve
performance in low-resource scenarios.

Give the design of a Chatbot.

6

Create an attack for tampering with recommender systems and write
a program to implement top-down and bottom-up parser using
appropriate context free grammar.

Total (P) 30
Periods

Total (L+P) 62
Periods

oPEN-ENDED PROBLEMS / QUESTTONS

Course s$ecific Open-Ended Problems will be solved during the
classroom teaching. Such problerns can be given as Assignments

w.e.t. 27 /0612O25
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Programme
& Branch

Course Obiectives:

To understand the structure and dynamics of the digital creator ecosystem.1

2 To learn Al-based tools for ideation, scripting, content creation, and optimization.

3 To apply productivity strategies for workflow automation and content repurposing.

4 To apply plafform-specific approaches for growth, engagement, and visibility.

To implement the Service Catalog and its relationship to Request Management.5

2INTRODUCTION (Not for Examination)

Impoftance

It is important because they streamline operations, enhance platform
performance and scalability, reduce costs, and enable sustainable
revenue generation through efficient processes, optimized user
experiences.

Real-life
Example(s)

Scriptwriting with ChatGPT - image generation - Creator Ecosystems

- Automation.

Linkages
Pre-requisite: Fundamentals of IT Seruice Management, Custom

Application Development, It Operation Management.
Future counses: IT Asset Management.

6INTRODUCTION TO CREATOR ECOSYSTEMS

Introduction - Types of creators - Key platforms - Challenges and

opportunities in content creation - AI tools for ideation, scripting,
and editing.

6UNIT-II WORKFLOW OPTIMIZATION AND PRODUCTIVIW TOOLS

Content planning, tools Automation basics Scriptwriting
Storyboarding - Transcriptions - Content repurposing strategies.

6UNIT-III PIATFOR,M-SPECIFIC IM PLEMENTATION

Tailoring SEO and algorithm optimization tips - Feedback

loops - Revenue streams - Toolkits and APIs overview.

6UNIT-IV MONETIZATION AND GROWTH TOOLS

Retention - Membership program - Ad revenue- Sponsorships and

brand deals - Payment processing Community-building tools
Instructor feedback.

6UNIT-V CUSTOM IMPLEM ENTATION PROJECTS

Content production - Workflow automation - Audience engagement

85 Knowledge
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* Monetization optimization - Creating templates, automations, or
workflows - Backup and data privacy.

Total (L) 32
Periods

LIST OF EXPERIMENTS:

1
To identify and compare various types of digital creators, platforms
they use, and the tools available to them.

2
To use AI tools to generate content ideas and scripts for a selected
content type.

3 To build a simple automation for a creator workflow.

4 To analyze SEO and algorithmic strategies for a chosen platform.

5 To design and simulate a monetization strategy for a content brand.

Total (P) 30
Periods

Total (L+P) 62
Periods

OPEN.ENDED PROBLEMS / QUESTIONS

Course specific Open-Ended Problems will be solved during the
classroom teaching. Such problems can be given as Assignments
and evaluated as Internal Assessment only and not for the End

semester Exami nations.

will be able to:this course, the students
Course Outcomes:
Upon completion of

BLOOM'S
Taxonomy

co1
Understand different types of creators. platforms,
ecosystem.

and their roles in L2-
Understand

co2
Use AI and digital tools to suppoft ideation, scripting, editing, and
planning.

12-
Understand

co3
Implement workflow automation and productivity tools for content
optimization,

LI * Apply

co4
Analyze and apply growth strategies, SEO,

techniques.
and monetization LI - Apply

co5
Build and document a custom creator system including automation
and monetization.

L3 * Apply

TEXTBOOKS:

1
Joe Pulizzi, " Start a Content-First Business, Build a Massive Audience and

Become Radically Successful", 2nd Edition, McGraw-Hill, 2021.

2
Muhammad Zeeshan Ali & Saqib laved John, "ServiceNow ITOM (Information
Technology Operations Management) Knowledge Guide", OGMC Publications, 2023.

REFERENCE BOOKS:

1
Derral Eves, "The YouTube Formula: How Anyone Can Unlock the Algorithm to Drive
Views, Build an Audience, and Grow Revenue", Wiley, 2021'

2
Cheryl B.;Jordan,"Creative Economy Entrepreneurs: From Staftup to Success"

Routledge, 2OZA.
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Course Objectives:

To introduce the components and working of embedded platforms used in IoT.1

2 To help learners understand sensor interfacing and basic signal processing.

3 To provide knowledge of IoT communication protocols and data transfer mechanisms.

4 fo explain the use of cloud platforms for storinE and visuatizing IoT data.

5 To understand system-level integration, security, and deployment aspects in IoT.

fntroduction ( Not f,or examination) o2

Impottance

les the connection of physical objects

on system - t evel u n de rsta na i fi.i'' of, 6ri[i tor
for practical applications.

to the dig ital world ,

reCO

mmunication
nse, process,

development
FS, SenSOrS,

W tor',,, ronment, transfer. it
isualize of otely. Emphasis is placed

components work together

The Internet of Things

protocols, and cloud co
and act upon data in

,clou

and integration of I
comm unication
understand ho
securely, and v

tforms. Learners will

Real-Life
Examples

l.Smart Agriculture
2.Smart Home Automation
3.Ind ustrial Safety Monitoring

UNIT-I EMBEDDED PLATFORMS FOR IoT 6+3

overuiew: Arduino, ESP32, Raspber:ry Pi - Digital and Analog pin usage
PWM, Timers - On-board peripherals (L2): Wi-Fi, GPIO, ADC.
*Experiment: Contr"olling LEDs, Relays, and Motors,

SENSOR INTERFACING AND SIGNAL PROCESSIilG

Interfacing DHTl1, LDR, Gas sensor, IR sensor - signal filtering and
conversion - Data calibration and threshold setting.
*Experiment: Display sensor readings on serial monitor and LCD .

vgtYttl-\'V'
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UNIT-IV

withvisualizationData logging,
systerns IFTTT StorinE and

data

to

IoT.
*Experiment: cloud

Cloud DEtA and Retrieval and InComputing $torage - Security Pt ivacy

ll4easure betw€end.elaY readjfigsen50r and

* INTERNAL EVALUATION ONLY

OFEN
Course specific

as

co3

co4

co5

TEXTEOOKS: ::r :1,:' t:'::=:lq:ilrri

Shriram K. Vasudevan, "Internet1
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Importance:

Rea!-life
Examples:
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*Case study:
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CP L T P c.WIRELESS COMMU'NTCATION FOR IoT
3 2 1 o 3

lpe of course ttnqf Qegreg
TION ENGINEERING/ELECTRICAL ANDAND COMMUNICA

G
Prcgramme
,& Branch

Cornmon to B.E. (Mechanical, CSE, CML) and
B,Tech (IT, CSBS and AI&DS) Branches Version:t.O

Course Objectives:

To understand the baslc concepts of wireless communication required for IoT systems.I
2 To explain the operation of personal and short-range wireless technologles used in IoT

3 To interpret LPWAN technologies and their suitability for large-scate IoT deployments.

4 To underctand the role of 4Gl5G and satellite communication in enhancing IoT
connectivi

5 To summarize network lntegration, security, and performance requirements in wireless
IoT systems.

INTRODUCTION (Not for ination) 2

Importance

munication is therbackbone of IoT solutions enabling seamless
between billions, of devices. Understanding wireless

helps engineers build low-power, scalable, and secure IoT
systems for real-world deployment. The course prepares students for
emerging technologies like LPWAN, 5G, and satellite IoT. It enhances

Wlreless com
connectivlty
technologies

Ithcare, and industrialindustry-relevant skills
automation sectors.

Real-life
Example(s)

smart Energy Meters - $iRffiN/Ne-tor enables automated
electricity usage monitoring and billing.
wearable Health Devices - BLE supports continuous heaft rate
and fitness tracking
Home Automation Systems - Wi-FilzigBee connect lights,

o

a

a

a pliances, and security controls.

UNIT-I WIRELESS FUNDAMENTALS FOR IoT 6+3

Basics of Wireless Communication - Spectrum, Modulation, Bandwidth,
Radio Propagation Models - Path Loss, Fading, Intefference, Multiple Access
Techniques, Antennas and RF Front-End for IoT Devices,,Power Constraints
& Range Considerations in IoT Systems, eoS parameters Latency,
Reliability, Throughput, Regulatory Standards & ISM Bands for IoT, Wireless
Channel Peformance Metrics

UNIT-II SHORT.RANGE IoT WIRELESS TECHNOLOGIES 6+3

Bluetooth & BLE - Architecture, pairing & Low Energy Features,. ZigBee -
IEEE 802.t5.4, Network Layers & Cluster Tree Toporogy, 6LowpAN - Ipv6
over Low-Power WPAN, RFID & NFC pri and

w.e.f. 22lLZl2O25
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Applications, ComParatlve

e& Data Rate
Applications, uwB
Ana - Power,

Halow for

IOTFORUTIRELESSSATELLITE5G AND4GlUHIT - IV

IoT

IoT.

fo&MTCIoTNetworksCellulaofeRol Low-Retiable& UltraNR5GDeploYment,Massive IoT,Com putingEdge&SlicingNetworklcationn (URLLC),Commu EOMLEO/SatelllteIoT overement,M& iriryob ManagIntegration
llteSatelNarrowband

6+3
SECURITYINTEGRATION, TESTING&ETWORKNIOT

Wireless SecuritY - WPA3,

Spoofi n9, EavesdroPPing
ReliabititY, QoS.

Device, ProtocolsngCloud,GatewaYArchitectureIoT 3GPPIETFIEEE,rds& StandabilityInteroPeraMesh DSR,RPL,IoT JaThreatsManagement,KeyEncryPtion,
RangePerformanceWirelessin IsT

and evaluated as
Examinations

. Such problems

Internal Assessment
teaching

Upon comPletion of this students will be able to:

co1

De3cribe different short-range wireless technologies and their use cases in

IoT applications.

Interpret LPWAN standards and their communication

networks

characteristics in IoTco3

Discuss the signlficance of 4G/5G and satellite networks

connectivitY

for massive IoTco4

security mechanisms,
of wireless IoT sYstem

nceail need nds, performanteroperab ityndnderstau
s.parameters

Protocolso,
Omarol Htvrer ersent,

Publications,1{ileyandTh Keylngs Applicatlons

Znd Edition, 2010.Pearson Education,
*,/

palayam
KIOT

Salen-637 €04

B.E./B.Tech. Regulations 2023," t'

KtgT
lnatitute

COMMUNICATION TECHNOLOGIES
6+3

UHIT.III LPWAN

DeploYment Modes &
Protocol IoT Evolution LTE-M,
Cases, Weightless
M1, Industrial IoT

ln

UNIT.V

Course

ExplaintheprinciplesofwirelesscommunicatlonappliedinloTdevices.

t2

L2*
Understandco2

co5
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Type of course Minor Degree

Offefing Dept. ELECTRONICS AND COMMUNTCATTON ENGTNEERTNG/ELECTRICAT AND
ELECTORNICS ENGINEE RING

Programme
r

& Branch
Common to B.E. (Mechanical, CSE, CIVIL) and
B.Tech (IT, CSBS and AI&DS) Branches

Version:1.O

Course Objectives:

1 To understand the fundamentals and architectural concepts of IoT Edge Computlng.

2 To explain the hardware platforms and operating systems used for edge IoT devices.

3 To interpret device programming models and middleware required for edge
communication,

4 To understand data processing, edge AI techniques, and cloud integration approaches.

5
To summarize security needs, deployment strategies, and challenges in real-time edge
applications.

INTRODUCTION (Not for Exa-mination ) 2

Impoftance

IoT Edge Computing and Devi-ce.,,Prograrnming is essential for enabling
faster, secure, and intelligent:deta,Brocessing closer to IoT devices. It helps
reduce dependency on cloud connectivity and enhances real-time decision-
making in critical applications. The sublect prepares students to develop
scalable and efficient edge-based solutions used in modern industries. It

stry 4.0, smart cities, healthcareequips lea

automatio

Smart Traffic Monitoring Systems - Edge devices process llve traffic
data locally to reduce congestion and improve signal control.
Industrial Predlctive Maintenance - Machirres use edge analytics to
detect faults early and prevent equipment downtime
Rernote Healthcare Monitoring Wearable sensors analyze patient
vitals at the edge for faster emergency response.

UNIT-I INTRODUCTION TO IOT EDGE COMPUTING 6+3
Evolution from cloud to Edge and Fog computing- Edge computing
Architecture and Key Components- Edge vs Cloud Trgde-offs: Latency,
Bandwidth, Security- Applications of Edge Compgting in IoT- Reat-ume
Processing and Local Intelligence- Edge Device Constraints Power,
Memory, and Connectivity

EDGE HARDWARE PLATFORMS AND OPERATING SYSTEMS 6+3

overvlew of Mlcrocontrollers (ESP32, ARM cortex, srM32)- Embedded
Llnux Platforms (Raspberry Pi, Jetson Nano)- Peripheral Interfaces: GPIO,
UART, sPI, Tzc, ADc- sensors and Actuators Interfacing- Real-Time
Operating Systems (FreeRTOS Basics). Device Booting, Flr$ware , Tl
P_owe1 Management. fl|, L4
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6+3
UNIT.III

Optim ization.

Protocols: MQTf,
c,Drlven ndEvent-clc+M icroPython,rammingProgEmbedded

COAPicatlonCommrivenD Programming-Interru pt-
r (orA)Over-the-AiBrokers-andMiddlewareHTTP-EdgeWebSockets,

anPeformandDebuggiand EdgeFirmware SecuritY- DeviceUpdates

COMMUNICATION& CLOUDTADAAI,EDGEUNIT - IV r'

Grafana Dashboards).

Integratlon I

AIEdge ConceptsPre-processlngLocalData Acqulsitlon, Filtering
Twins-and DigitalizationudLite-TensorFlow Edge-Clo SynchronandLTinyM
DeviceIOT EdgeAzureI,OT rass/AWS GreengCloud

e.REDNodTools (llzationVisuaPlatforms Telemetry-nagementMa

6+3
SECURITY, EScAsUSEREAL.& WORLDPLOYMENTDEUITIT.V

mousStudies: Smart

SecuritY;
IoT.

Latency,Edge)-Testi

&Threats& Identity-onncryptiBoot,SecureDeviceEdge
andOrchestrationEdgeinnteil EdgeVulnerab ity Managem

Accuracycson Metringnerizatlon (DockerConta
Casecations-afor Edg AppliModelsPower DeploymentConsumption-

ved during the classroom
nments and evaluated as

Course specific
teaching. Such Problems
Internal Assessment

andlatencyred uclngoftheain rtance edgimpoExpl
IoTroving performance.imp

col

andln latencyngofnce reducincomputi g
Rlal edgethe importaExp

IoT performance.improvi ng

Understand prog rammi n g techniques and communication

edge system develoPment.

protocols for

Discuss the role of edge AI, data handling, and cloud connectivlty in

modern IoT sYstems.

of Ltdr,WileyComm ., ttFu

1st Edition, 2A2t.
JA1

IoT',
Brooke Wen i9,Ravi

2.1strscrtl 202Edltion,EducationPea
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will be able to:

L2-

co3

co4

Explain security requirements, operational
considerations for edge applications'

testlngr'and deploymentco5
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