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KNOWLEDGE INSTITUTE OF TECHNOLOGY (AUTONOMOUS), SALEM - 637sO4
B.E. COMPUTER SCIENCE AND ENGINEERING

Courses of Study and Scheme of Assessment (Regulations 2O23)

sl.
No.

Course
Code Course Title

Periods / Week Maximum Marks

CAT CP L T P c IA ESE Total

SEMESTER V

THEORY

1 BE23XX6XX Open Elective - I** OE 3 2 1 0 3 40 60 100

2 BE23AC9O5 Indian Constitution AC 2 2 0 0 NC 100 100

3 BE23MC906 Entrepreneurship and Start-ups PW 3 2 1 0 NC 100 100

THEORY CUM PRACTICAL

4 BE23CS41O C# and Dot NET PC 5 2 1 2 4 50 50 100

5 BE23CS41 1
Object Oriented Software
Engineering PC 5 2 1 2 4 50 50 100

6 BE23CS412 Embedded Systems and IoT PC 5 2 1 2 4 50 50 100

7 BE23XX5XX Professional Elective - II 4 2 0 2 3 50 50 100

8 BE23XX5XX Professional Elective - 2 0 2 3 50 50 100

PRACTICAL

9 BE23PW7O1 Make-A-Product - Phase 0 0 1 NC

EMPLOYABILITY EN HANCEM ENT

10 BE23PT8O9 Aptitude Skills - IV 0 0 1 0.5 100 100

11 BE23PT81O Coding Skills - I :.,=EEe- 0 2 1 100 100

72 BE23PT812
Technical Comprehensi
Mock Interview - I 0 0 1 0.5 100 100

Total 36 t6 5 15 23 790 310 1100

SEMESTER VI
THEORY

1 BE23CS413 Mobile Application Design and
Development PC 3 2 1 0 3 40 60 100

2 BE23CS474 Automata Theory and Compiler
Design PC 3 2 1 0 3 40 60 100

3 BE23XX6XX Open Elective - II** OE 3 2 1 0 3 40 60 100

4 BE23MC9O7 Disaster Management and
Preparedness MC 2 2 0 0 NC 100 100

THEORY CUM PRACTICAL

5 BE23CS415 Cryptography and Cybersecurity PC 5 2 1 2 4 50 50 100

6 BE23XX5XX Professional Elective - IV PE 4 2 0 2 3 50 50 100

7 BE23XX5XX Professional Elective - V PE 4 2 0 2 3 50 50 100

PRACTICAL

BEZ3PW702 Make-A-Product - Phase II PW 2 0 0 2 100 100
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KNOWLEDGE TNSTTTUTE OF TECHNOLOGY (AUTONOM ous), SALEM - 637504
B.E. COMPUTER SCIENCE AND ENGINEERING

Courses of Study and Scheme of Assessment (Regulations 2O23 )
Periods / Week Maximum Markssl.

No
Course
Code Course Title

CAT CP L T P c IA ESE Total

EM PLOYABILITY EN HANCEMENT

9 BE23PT8O3
Human Excellence and Value
Education - III EEC 2 1 0 1 NC 100 100

10 BE23PT81 1 Coding Skills - II EEC 2 0 0 2 100 100

11 BE23PT813 Technical Comprehension and
Mock Interview - II EEC 1 0 0 1 0.5 100 100

Total 31 15 4 L2 21.5 77(J 330 1100

SEMESTER VII
THEORY

1 BE23HS1O5 Project Management and Finance HS 3 2 7 0 3 40 60 100

2 BE23XX6XX Open Elective - III** 3 2 1 0 3 40 60 100

3 BE23CS416 Data Warehousing and
Minin 2 1 2 4 50 50 100

4 BE23XX5XX Professional Elective - 4 0 2 3 50 50 100

5 BE23CS702 0 2 100 100

EMPLOYABILITY ENHANCE

6 BE23PT814

Industrial Training/
Entrepreneurship/ Un
Research Activityl Company
Certification

0 0 6 3 100 100

Total 23 8 3 L2 t7 380 220 600

PRACTICAL

1 BE23CS703 Project Work - Phase II PW 0 0 18 9 60 40 100

Total 18 o o 18 9 50 40 100

Total Number of Credits: 163
xThe course will be considered for grading in semester VI on ly.
x*student shall choose a course from the list of open electives offered by other departments or from
emerging technology verticals including online courses with prior approval.

*$ffi'o*
Board of Studies

Pbcul$ 0f CSE & lT

'.",?#?€:,h',lt:i?,"*';:ij;,",11"
Saklm-637 E04w.e.f .22/12/2025

Passed in BoS Meeting held on 09/t2/2025
Approved in Academic Council Meeting held on t5/LZ/2OZ|

8KIOT B.E./B.Tech. Regulations 2O23
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PRACTICAL

Project Work - Phase I 0 1

SEMESTER VIII
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SEMESTER-WISE CREDITS DISTRI

SUMMARY

st.
No.

Course
Category

Credits per Semester
Credits Credit o/o

I II III IV v VI VII VIII
1 HS 2 2 1 9 6

2 BS 11 3 ) 3 20 L2

3 ES 9 9 22 13

4 PC J 20 10 t2 10 + 59 36

5 PE 6 3 18 11

6 OE 3 3 3 9 6

7 PW 1 1 9 11 7

B EEC 1,5 0.5 2 1.5 3 10 6

9 MC/NC/AC 1 4 5 3

Total 23 22.5 25.5 21.5 21.5 L7 9 163 100

CAT Category of Course IP
::

Induction,prflUlfp, me'-.-"..;"',. OE Open Elective Courses

CP Contact Period HS
Huma
and M

nities, Social Sciences
anagement Courses

PW Project Work Courses

L Lecture Period BS :,: EEC
Employability Enhancement
Courses

Tutorial Period ES

_gi
Eno i neeriQi$,ffilg jGe coutlg Mandatory Courses/Non-Credit

Courses/Audit Courses

P Laboratory Period PC profession.6.1;OonertCq..qrS .

'.' ] t ::i:::.*lls

IA Internal Assessment

C Credits PE Professional Elective Courses ESE End Semester Examination

e'A/-ilron
Board bl Siludies

FacultY of CSE & lT
-tts*:*T*:F,i:Eg#$ry

9-'-' 
4 

'

i

w.e.f .22/t2/2025
Passed in BoS Meeting held on 09/12/2025
Approved in Academic Council Meeting held on 15/12/2025
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PROFESSJO t{AL ELECTTVES

VERTICAL 1 - JAVA FULL STACK
VERTICALT - JAVA AUTOMATION

BE23CS501 FUNDAMENTALS OF WEB DEVELOPMENT
CP L T P c
4 2 o 2 3

Programme
& Branch

Common to B.E. (CSE) and B.TECH' (IT, CSBS and
AI&DS) Branches

Version: l O

Course Objectives:

1 To understand the fundamentals of Computer Networks and the Internet.

2 To design web pages with media and graphics.

3 To develop visual presentation and responsive web pages using CSS.

4 To create an interactive web page using advanced JavaScript.

5
To develop responsive web layouts using bootstrap and work with jQuery for
dynamic web interactions.

INTRODUCTION (Not for Examination) 2

Impoltance

O Understanding the basics of HTML, CSS, and JavaScript
provides a solid foundation for learning more advanced topics
and frameworks.
Mastering the fundamentals helps you develop problem-
solving skills essential for tackling more complex development
challenges.
Familiarity with web development fundamentals helps you

adhere to web standards and best practices, ensuring
compati bility and accessibi lity.
Creating User-Centric Designs: User Experience (UX)

Learning how design affects usability. Responsive Design
Ensuring websites work across various devices and screen
sizes.

a

(t

a

Real-life
Example(s)

Building an Event Booking Website: Developing a web application
for a local event management company. The website will allow
users to browse upcoming events, book tickets, and receive
confirmation emails.

Linkages
Pre-requisite: Computer Networks, Problem Solving using C

Programming. Python for Data Science.
Future Courses: C# and .NET.

UNIT-I INTRODUCTION TO WEB DESIGN 6

Computer Network Basics Introduction to Internet History -
WWW - Evolution of Web - Web Browser - URI - Web Server -
Website - Web System Architecture (Single Tier, Two Tier, Three
Tier Architecture) - HTTP Request and Response - Port - DNS -
Introduction;to Client-side and Server-side scripting.

*Experi ential Learning: Use Figma to design a "User Feedback

w.e.f. 2010L1202s
Passed in BoS Meeting held on 2tlL2l2l24
Approved in Academic Council Meeting held on LL/OL|2O25

.$ffiurffi*
Board of Studies

pus, Kakapalayam

KIOT 49

KIOT
Salem -637 R04

ons-2O23



Form" with fields for name, email, comments, and a submit button,
ensuring a user-centered design.

UNIT.II HTML 6

UNIT-III css 6

Basics of CSS - Types - Selectors - Pseudo classes - Core CSS3
Properties * CSS3 Features - Media Queries CSS Preprocessors
(SASS, SCSS).

*Experiential Learning: Create a simple webpage with a product
card that includes: Product Cart, Buy Now Button.

UNIT.IV JAVASCRIPT BASICS 6

ation in Registration

Vs

nts

pt - Syntax -
- Data Types

- Functions * Event

Introduction to Java
First JavaScript -
- Type Conversion -
listener * Constructor

xExperiential
Form.

: String, Array, Math,
- Form Validation -Date, Regular

Canvas.

UNIT.V BOOTSTRAP AND JQUERY 6

Basics of Bootstrap * Grid System and Layout - Navbar and
Navigation Components * Buttons and Alerts - Forms and Input
Groups - Cards and Modals - Create Responsive Web Page -
Introduction to jQuery - Selecting and Manipulating DOM Elements
- Event Handling - jQuery Plugins.

*Experiential Learning: Create a 3-column grid with cards that
include a title, image, and description.

Total (L) 32
Periods

* INTERNAL EVALUATION ONLY

LIST OF EXPERIMENTS:

1 Acquaintance with elements, Tags and basic structure of HTML files-

2 Practicing basic and advanced text formatting

3
Designing of webpage - Document Layout, Forms, Layouts, Lists,
Frames, Tables, Controls.

4 Acquaintance with *eating style sheet, CSS properties and styling.

4w.e.f .20/Qt/2O25
Passed in BoS Meeting held on 271t7/2O74
Approved in Academic Council Meetinq held on 1U0112025 Board of Studies

KakapalaYa
50KIOT

KIOT
$alern -t37 604

Basic HTML Elements - Attributes - Hyperlinks and bookmarks -
Images - Favicon - Emojis - List and Table - Form Elements -
Layouts - Other HTML5 Elements - Inline Vs Block level elements
- Media and Graphics.

xExperiential Learningr Create a feedback form with a <h2>
titled "Feedback Form," a text input for the name, an email input
for contact, a text area for comments, and a submit button.

- Operators

'*+-,















o

UNIT.III CYBER CRIME AND LEGAL FRAMEWORKS 6

Overuiew of Cyber Crime- Cyber Laws and Regulations - Reporting
Mechanisms for Cyber Incidents - Intellectual Property Rights in
Cyberspace - Privacy Laws and Data Protection - Cyber Forensics
and Evidence Collection -Regional Cyber Law - Case Studies of
Cyber Crime.

*Project based Learning
ProJect Topic: Secure Data Storage System
Create a mini application that encrypts sensitive information like
user details, banking data before storing it in a database.

UNIT-IV SECURITY TECHNOLOGIES AND PRACTICES 6

Basic Security Measures - Encryption and Cryptography
Fundamentals - Authentication Methods - Public Key Infrastructure
(PKI) - Secure Network Design - Intrusion Detection and
Prevention Systems (IDS/IPS) - Security Information and Event
Management (SIEM) - Endpoint Security - Cyber law and Digital
Forensics - Data Privacy and Compliance Standards.

*Project based Learning
Project Topic: E-commerce platform with essential security
features.
This project simulates a plafform for managing data security like
user authentication, Secure storage of user credentials using
encryption.

UNIT-V INCIDENT RESPONSE AND MANAGEMENT 6

Incident Response Planning- Steps in Incident Management
Business Continuity and Disaster Recovery Planning
Communication Strategies During Incidents - Post-Incident Analysis
and Reporting - Legal and Regulatory Requirements in Incident
Management - Cyber Insurance - Tabletop Exercises and
Simulations.

* Project based Learning
ProJect Topic: Phishing Simulation Awareness Program
This project simuldtes phishing attacks using fake login pages or
emails to educate users on identifying phishing attempts.

Total (L) 32
Periods

* INTERNAL EVALUATION ONLY

LIST OF EXPERIMENTS:

1 Encrypt a text file using AES symmetric encryption.

2 Create a fake login page using the Social Engineering Toolkit.

3 Write a program to implement Caesar Cipher and RSA encryption.

4 Encrypt and decrypt a sample message.

5

w.e.f. 2OloLlZ025
Passed in BoS Meeting held on 2L/L212O24
Approved in Academic Council Meeting held on Lt/0t12025 cfr6/,hsoN

Kakapalayam

KIOT 57
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Install and config,ure Snoft as an IDS.



w.e.f .20/ot/2025
Passed in BoS Meeting held on 2t/12/2024
Approved in Academic Council Meeting held on 1L/01120?5
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6
Simulate a ransom ware attack by encrypting files on a test
system.
Demonstrate intrusion detection system using any
any software).

tool (snort or
7

30
PeriodsTotal (P)

62
PeriodsTotal (L+P)

oPEN-ENDED PROBLEMS / QUESTTONS

Course specific Open-Ended Problems will be solved during the
classroom teaching. Such problems can be given as Assignments

and evaluated as Internal Assessment only and not for the End

semester Exami nations.

BLOOM'S
Taxonomy

Course Outcomes:
Upon completion of this course' the students will be able to:

L2-
UnderstandUnderstand and explain cybersecurity and cloud security conceptsco1

L3 - Applyco2 Identify and analyze various cyber threats and vulnerabilities

L3 - Applyco3
Demonstrate an understanding of cyber laws,

incident reporting processes.
regulations, and

L3 - ApplyApply security technol
and systems.

ractices to protect data, networks,
co4

L3 - ApplyDesign and implem incident response and

disaster recovery pco5

TEXTBOOKS: 'l

les of Information Security", 6th

I

ichaelM E Wh manit
CeEdition, nga9eI

2

Nina Godbole, SunitBelapure "Cyber Security: Understanding Cyber Crimes,
COmputer FOrensics and Legal Perspectives", lst EditiOn, Wiley India, January
201 1.

REFERENCE BOOKS:

Jeffrey S. Beasley, Gary P. l
Press, 2020.

T., "Cybersecurity Essentials", 3rd Edition, Cisco
1

2
Chuck Eas\tom, "Eompu\er Secun\ ant \ncr0en\ Response" tt\t\on, Pearstn,I

2019

3
William Stallings, Lawrie Brown, "Computer Security: Principles and Practic€", 5th
Edition, Pearson, 2018.

WEB REFERENCES:

S.No Publisher Website link Type of Content

1 Web reference
https ; l/www, codecademy. com/lea rn

1i ntroducti on -to-cybersecurity Web Reference

2 Website
https :/lwww. kaspersky. com/resou rc
e-center/threats/web

Web Reference

3 Web reference
I https : //www. w3sch ools. com/cybers

ecurity/
Web Reference

KIOT 58 KloT
Salem-632

lations-2O23
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TEXTBOOKS:

1
Felix Acosta, "Managing the ServiceNow Platform: A comprehensive guide to
ServiceNow administration", Kindle Edition, 2023.

REFERENCE BOOKS:

1

R. Parvin, "serviceNow ITSM : implementation and Best Practices: A
Comprehensive Guide to ServiceNow's Incident, Problem, Change, and More.
Unlock the Full Potential of ITSM Processes Within ServiceNow", Kindle Edition,
2023.

2

Tim Woodruff , "serviceNow Development Handbook - Third Edition: A

compendium of ServiceNow "NOW" platform development and architecture pro-
tips, guidelines, and best practices", Kindle Edition, 2023

3

Andrew Kindred, "Mastering ServiceNow Scripting: Leverage JavaScript APIs to
perform client-side and server-side scripting on ServiceNow instances"/ Kindle
Edition.

WEB REFERENCES:

S.No Publisher Website Iink Type of
Content

1 Web reference
https : //www. pl u ra lsi g ht. com/co u rses/se rvic
enow

Web

Reference

2 O'reilly
https i lly.com/li b rary / view / lear Web

Reference

3 Udemy
hl

S(

u Y m/course/total-
and-admin-course-

u Code=IND21PM

Course

4 Web Reference h1 arntng rvicenow.com/
Web

Reference

VIDEO REFERE

S.No
Video
Details

Name of th
Expert

e::: 
.rrt. l""fiYPe of

Content
Video Link

1 YouTube Runjay Patel Course
https : //www. youtu be. com/watc
h?v= 7pC5A9MWllY&list= PLVu ho

Y6 Dd i 5j ZVQn 0YKq 9a L _tolluZlZa

2 YouTube Cobuman Course
https ://www.youtu be.com/watch
?v=90D1C-9mogg

Mapping of COs with POs and PSOs

PSOsPOs

PSO3
COs

PO1 PO2 PO3 PO4 PO5 PO6 P07 PO8 PO9 PO10 PO11 POL2 PSOl PSO2

1 1 2co1 3 2 3 2 3 1 1

3 2co2 3 2 3 2 3 1 1 1 1

3co3 3 2 2 3 1 1 1 1 3

co4 3 1 1 1 2 23 2 3

3cos 3 2 3 2 3 1 1 1 1

2.3Avg. 3.O 3.O 1.O 1.O 1.O 1.O 3.O3.0 2.O

l-Low, 2 -Medium, 3-High,

w.e.t. 2O/O|/2O25
Passed in BoS Meeting held on 21/12/2024
Approved in Academic Council Meeting held on 1l/Oll2o25
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VERTICAL 8 - INTEGRATED SOFTWARE SYSTEM DESIGN

BE23CS541 WEB DEVELOPMENT FOUNDATIONS
CP T P c
4 2 o 2 3

Programme
& Branch

Common to B.E. (CSE) and B.TECH. (IT, CSBS and
AI&DS) Branches Version:1.O

Course Objectives:

1
To understand the foundational concepts of computer networks, Internet
functioning, and basic web architecture.

2
To introduce the structure and elements of HTML5 required for creating basic web
pages.

3 To provide the knowledge of CSS3 necessary for styling and formatting web pages.

To introduce JavaScript programming for adding functionality and interactivity to
web pages.

5
To be familiar with UI frameworks and version control tools for modern web
development.

INTRODUCTION (Not for Examination) 2

f m portance

It enables students to cr:eate functional, interactive, and user-
friendly websites that form the backbone of today's digital wortd.
Understanding HTML, CSS, JavaScript, and modern tools helps
learners develop real-time ,applications used in businesses,
education, communication, and entertainment. This subject builds
the foundational skilts required for careers in software development,

ngineering.

Real-life
Example(s)

E-CommerceWebsites,;Mtforms,onlineBanking
Poftals, Educational Websites / LMS, Business Websites.

Linkages

Pre-requisite: computer Networks, Problem Solving using c
Programming, Object Oriented Programming using C++.
Future courses: System Design, Competitive coding, Frontend
Development.

UNIT-I FUNDAMENTALS OF WEB DEVELOPMENT 5

Basics of Computer Networks Introduction to Internet and its
History web Terminologies web System Architectures
Introduction to Web Servers - Web Communication Protocols - Ports
and DNS Concepts Introduction to Client-Side and Server-Side
Scripting.

UNIT-II HTML5 5

HTML Basics - Attributes in HTML - Hyperlinks and Bookmarks -
working with Images - Lists and Tables - Form Elements - Layouts
in HTML - other Important HTML5 Elements - HTML Multimedia.

w.e.f. 22/12/2025
Passed in BoS Meeting held on 09/tZ/2O25
Approved in Academic Council Meeting held on LS/LZ/2OZ5

,lKnEildh
Board of Studi6s
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